Digital Safety




By the end of the lesson you wiill:

% Know what you’d like your digital
footprint to look like and how to
achieve this

% Know how to use the internet kindly

and safely
% Understand the dangers of talking to
strangers online



Now let’s look more closely at
some of the topics

Your digital footprint
Your personal details online
Do you know who you are talking to?



Digital footprint

Can you think what your digital footprint is?







Read this article

What did Jack Maynard do wrong?
How could something like this
affect you if you made the same
mistake?

How could you make sure this
doesn’t happen to you?



Can you remember what this means?
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Did Jack Maynard THINK?



Before you post on:
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THINK
T =Isittrue?
H = Is it helpful?
| =Isitinspiring?

N = Is it necessary?
K = Isit kind?




Four steps to identify
fake profiles:

e Verified accounticon (blue icon or green in whatsapp)
e Account activity
e Number of followers

e Account history

[Do NOT engage with someone you do not know in the real world}




Who are your online friends?

Do you actually KNOW them all?



Do you know who you are talking
to online?







Featuring
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What are the stages of grooming?



A Stages of Grooming

e Targeting on and off line
e Making contact
e (aining information

e Deepening friendships

e Meeting / abuse



Can you remember how these
were used with Breck Bednar?
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A reminder of Breck’s story here



Can you identify the stages here?
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what's your competition?




What is a chatbox?

Write down your own definition in your
book.

What is an

% AI Chathot?
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What it would be a guestion
to ask a chatbox?
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What it would be a bad question to
ask a chatbox?
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Internet Safety

Be Safe Online

 What are the most important rules for staying
safe online? Have a look at this resource

* Together, decide on your top tips

* Write them in your L4L book
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Did you include these:

Before you post ... THINK

Don’t post personal information

Set all social media accounts to private

Only accept people you actually know

NEVER meet up with someone you’ve met online
Use complex passwords and never share them
Never click on random links you are sent

Report any concerns



Homework!

We would like you to have a good talk with your
parent / carer about internet safety.

Please go through the following slides with
them.



We'd like you to discuss with a parent / carer at home:

Keep your digital footprint as you'd like it to be - link
here

. Staying safe online - link here
. Check that you have location turned off for you camera

so that people can’t track your location from your
photos. Advice_here



Privacy Settings

Click here and scroll down to:

CHANGING JOUR PRIVACY SETTINGS

Lots of apps and sites will set your profile to public automatically, which means that anyone can see what you've posted.

Changing your privacy settings can help to keep you safe, here's how:

Look at any apps you use - are your privacy settings
as safe as they could be?



